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Abstract. One of the most interesting issues in agent technology has
always been the modeling and enhancement of agent behavior. Numerous
approaches exist, attempting to optimally reﬂect both the inner states,
as well as the perceived environment of an agent, in order to provide it
either with reactivity or proactivity. Within the context of this paper,
an alternative methodology for enhancing agent behavior is presented.
The core feature of this methodology is that it exploits knowledge extracted by the use of data mining techniques on historical data, data
that describe the actions of agents within the MAS they reside. The
main issues related to the design, development, and evaluation of such
a methodology for predicting agent actions are discussed, while the basic concessions made to enable agent cooperation are outlined. We also
present κ-Proﬁle, a new data mining mechanism for discovering action
proﬁles and for providing recommendations on agent actions. Finally,
indicative experimental results are apposed and discussed.

1
1.1

Introduction
Web Personalization and Agent Behaviors

The core objective of agent action-based personalization is the discovery of a recommendation set, that will better predict the behavior of the agent “in action”.
Although such a topic is quite intriguing, going brieﬂy through related bibliography, one can easily identify a lack of publications on agent action identiﬁcation
and prediction, since it is inherently complicated. However, this problem is very
similar to web personalization, where a great number of research eﬀorts have
been published. By drawing an analogy to web personalization, agent behavior
prediction may be feasible.
Rather popular approaches for web personalization include collaborative ﬁltering [1],[2] and Web usage mining [3],[4],[5]. Advancing to more elaborate infrastructures, web usage mining systems have been built [6],[7] to discover interesting patterns in the navigational behavior of users [8]. Nevertheless, none of the
above approaches had proven suﬃcient for providing successful personalization
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of users, and, correspondingly, of agents, until aggregation usage proﬁles were introduced. Several research groups [9],[10],[11] adopted this approach to identify
association rules [12],[13], sequential patterns, pageview clusters and transaction
clusters between users [9]. One of the most popular models for personalization
and prediction, though, is the one proposed by Mobasher [14] and Mobasher,
Cooley, & Srivastava [15],[16] and this is the model that has been adopted for
the agent behavior prediction methodology to be built upon.
1.2

Agent Prediction System Prerequisites

The ﬁrst task in such prediction systems is the collection of all necessary historical data. In order to predict the behavior of an agent, only information on
its previous actions is needed. This is not necessarily the case, though, when
creating behavior proﬁles. These proﬁles, which are extracted by the use of DM
techniques, are the projection of ”agent experience” on the data.
With respect to the dataset employed for predicting agent actions and for
creating proﬁles, alternative architectures may occur for the prediction system.
In a MAS, for example, each agent could maintain a history record for its own actions, in order to predict its own actions. In such a system, the predictions would
be solely based on each agent’s own “experience”; an agent with a no (limited)
historical record, would, thus, produce no (poor) predictions. An alternative architecture could allow the historical records of all agents to be monitored by an
appointed agent. Proﬁles would then be created on the whole of the agent action
history, discarding nevertheless personalization. This is why we believe that a
system for predicting agent actions should allow both personalization and collaboration between agents, in order to exploit other agents’ experience, in case
a agent speciﬁc cannot create good predictions.
In general, the main goal of a prediction system is the improvement of performance of a wider framework, which speciﬁes the exact development principles
and agent interactions of the prediction system.
Taking all these factors into account, a methodology for building a framework
for predicting agent actions should comprise the following steps:

1. Model agent actions
2. Develop a mechanism for monitoring agent actions
3. Preprocess data, in order to incorporate domain understanding
4. Develop an appropriate DM algorithm for extracting agent action proﬁles
5. Develop a mechanism for storing and retrieving proﬁles
6. Develop an agent action recommendation interface

Figure 1 illustrates the functional architecture of such a system. It comprises
two modules: a) an oﬄine module, where action preprocessing, DM application,
and proﬁle creation takes place and, b) an online module, where the agent actions
are recorded real-time and the recommendation interface is applied.
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Offline Process
Monitor agent actions

Process the agent behavior dataset

Apply data mining techniques
to extract behavior profiles

Store profiles

Online Process
Monitor agent actions

Process the agent behavior vector
Recommendation
Engine
Compare current action sequence
with stored profiles

Produce recommendations
for agent actions

Fig. 1. The basic functionality of an agent prediction system

The rest of the paper is structured as follows: Section 2 deals with all issues related to the modeling of agent actions and presents the developed data
mining mechanism. Section 3 presents the evaluation framework and the metrics
used. Finally, section 4 provides indicative experimental results and concludes
the paper.
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Predicting Agent Behavior

2.1

The Prediction Mechanism

Let P = {p1 , p2 , . . . , pn } be a set of possible actions that an agent may take
during its execution phase. Parameter n varies from one operation cycle1 to another. Let us also consider a set of m agent action bundles, B = {b1 , b2 , . . . , bm },
where each action bundle bi ∈ B is a subset of P , and describes the actions taken
by an agent throughout one operation cycle. Since all agent action bundles are
deﬁned on the action space P , each vector b has a length n and is of the form:
b =< w(p1 , b), w(p2 , b), ..., w(pn , b) >

(1)

where w(pi , b) is a weight associated with action pi ∈ P and 0 ≤ w(pi , b) ≤ 1.

Process and weight action vectors

Apply Maximin algorithm

Apply K-Means algorithm

Create action profiles with respect to
the corresponding clusters

Create Prediction

Prediction
Evaluation

Fig. 2. The κ-Proﬁle mechanism
1

We deﬁne an operation cycle as the sequence of actions performed by an agent in
its eﬀort to accomplish the speciﬁc task it has been assigned to.
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Let us consider a vector b that describes the actions taken by an agent within
one operation cycle. The j th component w(pj , b) of this vector will be 0, if the
agent has never taken action pj , while w(pj , b) = 0 when the agent has taken
action pj . In fact, the value of w(pj , b) increases if the action under consideration is of great importance. Let us now consider an operation cycle that has
not yet terminated. Its corresponding vector has, in general, more null elements
than a vector of an already terminated cycle. The scope of the prediction mechanism is to determine the vector components (i.e., the agent actions) that have
a high probability of occurrence in the remainder of an ongoing operation cycle. This capability will eﬀectively narrow the options of an agent to the most
suitable ones and, thus, reduce the time required to compute its next step. The
weight calculated for each action denotes the probability of its appearance in
the corresponding operation cycle.
A mechanism for discovering common action patterns, which we call κ-Proﬁle
is employed to extract the recommendations. The κ-Proﬁle involves a sequence
of steps shown in Figure 2. It utilizes the Maximin [17] and K-Means [18] algorithms, in order to cluster the set of vectors B.
After clustering has been performed, a set of action bundle clusters, BC =
{c1 , c2 , ..., ck } is extracted, where each ci is a subset of B. For each action bundle
cluster ci ∈ BC, a representative vector is deﬁned as the cluster proﬁle cpi .
Vector cpi is the vector closer to the cluster center. The components of cpi that
fall below a certain threshold µ are nulliﬁed. This way, only the most representative of the events in the cluster are taken into account. In the case of cluster
ci , for example, the proﬁle cpi is the set of < action − weight > pairs, as deﬁned
by Equation 2:
cpi = {< p, weight(p, cpi ) > | p ∈ P and weight(p, cpi ) ≥ µ}

(2)

The weight(p, cpi ) of action p within proﬁle cpi is calculated using Equation 3:
weight(p, cpi ) =

1 
w(p, b)
|ci |

(3)

b∈ci

where w(p, b) is the weight of action p in action bundle b ∈ ci . It is, therefore,
obvious that each proﬁle can be also represented as a vector of length n. Considering that the same representation mechanism is employed for the ongoing
operation cycle vector, both proﬁles and action bundles can be manipulated
as n-dimensional vectors in the action space. For example, a proﬁle C, can be
represented as:


(4)
C = w1C , w2C , ..., wnC


where
wiC

=

weight(pi , C), pi ∈ C
0,
otherwise

(5)

Similarly, the ongoing operation cycle can be represented as a vector S =<
s1 , s2 , ..., sn >, where si is a weight denoting the signiﬁcance of action pi in
the current cycle. The weighted values are calculated in the same manner as
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the weights for action vectors b are calculated (e.g. si = 0 if the agent has not
taken action pi ). In both cases, a Fuzzy Inference System (FIS) is employed to
produce the weights, which enables the incorporation of domain understanding
into the prediction mechanism. The comparison of a certain proﬁle with the
vector representing the ongoing operation cycle is performed using the cosine
coeﬃcient, a metric widely used in information retrieval problems. match(S, C),
deﬁned in Equation 6, calculates the cosine of the angle of the two vectors S and
C, by normalizing their dot product with respect to their moduli.
 C
wk · sk
(6)
match(S, C) =  k

(sk )2 × (wkC )2
k

k

The actions that the prediction system recommends are determined through a
recommendation score, deﬁned for each action pi in each of the already calculated
proﬁle vectors. This score is dependent on two factors:
1. The overall similarity of the current vector to the proﬁle, and
2. The average weight of each action pi in the proﬁle
Given a proﬁle C and an operation cycle vector S, the recommendation score
Rec(S, pi ) is calculated for each action pi , according to Equation 7.

Rec(S, pi ) = weight(pi , C) · match(S, C)
(7)
Finally, a Next Action Recommendation set, N AR(S), is compiled for the
current action bundle S, containing only actions with recommendation scores
that exceed a certain threshold, ρ, for all proﬁles. That is:


N AR(S) = pi | Rec(s, wiC ) ≥ ρ
(8)
For each action appearing in more than one vectors, the maximum recommendation score is selected, from the corresponding proﬁle. This way optimal
coverage is achieved. Table 1 illustrates an example of a recommendation on action vector S, based on proﬁle C. Recommendation is produced only on vector
components that have a null value on S and a non-null value on C. For action p2 ,
for example, a recommendation
 score on S is calculated, according to Equation
7. In this case, Rec(S, pi ) = 0.375 · match(S, C), where match(S, C) = 0.52.
Finally, Rec(S, p2 ) = 0.442.
2.2

Applying κ-Proﬁle on MAS

The κ-Proﬁle mechanism aims to predict future agent actions within an operation cycle, based on knowledge of prior actions of this and/or similar agents. For
the ongoing operation cycle, a z-size window is employed. That is, only the last
z actions of the agent can inﬂuence the outcome of the recommendation process.
κ-Proﬁle can be easily adapted to predict agent behavior, mapping the vector
elements to agent actions.
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Table 1. Recommending the next action
Actions P Proﬁle Vector C Vector S Rec(S, pi )
p1
0
0
0
p2
0.375
0
0.442
p3
0
0
0
p4
0.3
0.6
0.395
p5
0
0.4
0

Let us consider an agent authorized to execute a number of functions on ﬁles,
as determined by its action space P = {Select, Open, M odif y, Save, Close}.
Binary weights are assigned to the elements of the action vectors. Let us consider
a proﬁle C = {Open, M odif y, Save}. The corresponding proﬁle vector is, thus,
cpC = [0 1 1 1 0]. In case actions {Open} and {M odif y} are executed during the
current cycle and the prediction window has been set to z = 2, action {Save}
will be recommended, according to proﬁle C (Table 2).

Table 2. An example on predicting the next action
Action Proﬁle Recent History
Select
0
0
Open
1
1
Change
1
1
Save
1
0
Close
0
0

Although excluding the two actions {Select} and {Close} from a set of ﬁve
possible actions does not seem interesting, an equivalent reduction of the candidate space in a system with a large number (n ≥ 100) of options would be rather
signiﬁcant. κ-Proﬁle provides this pruning mechanism through the grouping of
action bundles into clusters and the identiﬁcation of actions that are likely to
occur next. These actions are determined by their degree of participation into
the proﬁle(s) taken into account, and by the similarity of the ongoing operation
cycle vector to it(them).
In our example, the participation degree of action {Save} is 1. This action
is proposed to be the next action for the ongoing operation cycle vector with an
1×{vectorsimilarity} similarity measure. The similarity measure is always < 1,
since the current action bundle is generally diﬀerent from the proﬁle used for
prediction. It should be denoted that the quality of the prediction is also related
to the size of the historical dataset (the bigger the historical dataset, the better
the prediction). A bigger dataset oﬀers more training options, often leading to
more accurate predictions.
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In a sense, κ-Proﬁle produces a type of association rules. For the current
example, the rule would be:
{Open} ∧ {Change} −→ {Save}

(9)

Nevertheless, in the case of association rules, their participation degree (conﬁdence) could be equal to 1, expressing certainty on the occurrence of the action.
The representation mechanism in our example is quite simple, since the
weighted values are either 0s or 1s (the action has not/has been taken). In general, the mechanism is much more complicated and several parameters need to be
considered (i.e., action frequency, action timing, etc.). The major advantage of
κ-Proﬁle is that it can manipulate vectors with fuzzy constituent values (fuzzy
degrees of participation). In that case, the representation mechanism assigns
values within the speciﬁed fuzzy interval, a ﬂexibility that makes the κ-Proﬁle
mechanism suitable for a wide area of applications. Important issues that deserve further study include the agent action model and the speciﬁcation of the
operation cycle goal. These issues are discussed next.
2.3

Modeling Agent Actions in an Operation Cycle

Let us consider some multi-agent application and let P = {p1 , p2 , . . . , pn } be a
ﬁnite set of possible agent actions. In general, agent actions are asynchronous
events occurring at times Ti . The time interval between two actions is, in most
cases, of great importance. In the case of a web application, for example, the
time interval between two successive page visits is the time the user spent on
the ﬁrst site (possibly exposed to electronic advertising). In order to monitor
an agent operation cycle we use an ordered, variable-length vector Π, whose
elements are pairs of the form < action, executiontime >. The time intervals
between consecutive actions can be easily calculated. In fact, proper processing
of Π can produce useful information for the operation cycle.
As an example, let us consider a system where the set of possible actions is
P = {p1 , p2 , p3 }. Figure is a representation of an operation cycle with ﬁve agent
actions occurring at times T0 to T4 . Table 3 shows vector Π for this example.
Table 3. A vector representing the operation cycle
Vector Π
< p1 , T0 >
< p3 , T1 >
< p2 , T2 >
< p3 , T3 >
< p1 , T4 >

According to the previous analysis, two things have to be determined, as far
as the operation goal is concerned: a) the goal itself and, b) a terminating condition for the operation cycle. For an internet-based MAS, the operation goal
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P2
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Τ1

Τ2

Τ3

Τ4

Time

Fig. 3. The evolution of an operation cycle

would be the transition of an agent to one of the available web pages of the
site (each transition is considered to be an action). In this case, the prediction
mechanism can be quite straightforward, because the operation cycle itself has
to be predicted and no terminating condition needs to be speciﬁed. During the
online process, only an action window (z) is needed for the system to predict.
This is not the case, though, for the oﬄine process. where operation cycle vectors
must be created and stored. Since the proﬁle vectors must be of equal length,
a terminating condition is needed. This condition can be related to either time
or change of application status, or even both. Thorough analysis has led to the
decision that the optimal choice in such systems with “predicting” capabilities
would be the deﬁnition of an agent action signaling the end of the current operation cycle. In the web traversing example, the terminating action could be the
end of the user’s web navigation.
2.4

Mapping Agent Actions to Vectors

Another important issue for the prediction mechanism is the transformation of
the operation cycles to agent action vectors. κ-Proﬁle mechanism requires equalsize vectors, with their elements (weights) valued in the [0,1] interval (Table 4).
Binary weights could be assigned in the simplest of cases, merely denoting the
execution or not of an action in a speciﬁc operation cycle. This approach is not
suitable, however, for the cases when the same action is executed more than once
within the same operation cycle.
Table 4. Mapping agent actions to vectors
Weighted Vector
Vector π
β1
< p1 , T0 >
β2
< p3 , T1 > −→
< p2 , T2 >
β3
< p3 , T3 >
β4

It should be emphasized that the representation mechanism is closely related
to the scope of the speciﬁc MAS. In a MAS focused on the analysis of consumer
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behavior, for example, the items and their quantities purchased within the same
transaction would be of interest. In other types of applications, the time interval
between actions is important (e.g. the browsing duration of a speciﬁc web page).
It is, therefore, obvious that thorough analysis is is required in order to achieve
the proper modeling of the problem at hand.
The κ-Proﬁle has been designed to recommend only actions of high importance. The mechanism perceives the importance of an action within the operation cycle through its weight (the corresponding element’s weight). The action
weights are calculated by the use of a FIS, that deals successfully with the issue
of incorporating domain understanding. During fuzziﬁcation, the related parameters have to be deﬁned and tuned, while the fuzzy rule base has to be created.
If the prediction system is developed following the methodology presented in
Chapter 5, the only parameters that have to be deﬁned are:
– The ﬁnite set of actions P
– The goal of the operation cycle and the terminating condition, and
– The parameters of the FIS, and their inﬂuence on the MAS performance.

3

Evaluating Eﬃciency

The eﬃciency of improving agent intelligence through data mining on agent
behavior data can be measured at two levels:
a) the proﬁle level, and
b) the prediction level
The behavior proﬁles extracted by the κ-Proﬁle have to undoubtedly represent related behaviors among agents acting within the same application. If the
proﬁles are successful, then information personalization can be achieved,
which is of great importance to the performance of the system.
3.1

Proﬁle Eﬃciency Evaluation

In order to evaluate proﬁle eﬃciency, we can follow the analysis proposed by
Perkowitz and Etzioni [5]. According to this analysis, an agent that has taken
an action of the proﬁle, will also take another action of the same proﬁle, within
the ongoing operation cycle. That is, if B is the set of proﬁle vectors and cpi is a
proﬁle, then Bcpi is a subset of B, whose elements (bj ) contain at least one of the
actions in cpi . First, we must calculate the average visit percentage (AV P ) for
extracted proﬁles. The AV P of proﬁle cpi with respect to all the proﬁle vectors
is in this case given by Equation 10.
→ →
−

(b ·−
cpi )
(10)
AV P =
b∈Bcpi
|b|
The weighted average visit percentage, W AV P metric is then calculated by
dividing AV P with the sum of all proﬁle pr elements’ weights (Equation 11).
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→
− −→
b ·cpi
|b|

(11)

p∈cpi weight(p, cpi )

Values of W AV P closer to 1 indicate better proﬁle eﬃciency.
3.2

Prediction System Eﬃciency Evaluation

Several diﬀerent approaches can be followed, in order to evaluate the eﬃciency of
a prediction system. Nevertheless, the primitives of a MAS impose an approach
that is somewhat diﬀerent to the ones used for estimation and classiﬁcation
systems. A recommendation engine, like the one described, does not require
the rigidity of such systems. More than one suggestions, equally important, can
be produced. Therefore, the prediction itself cannot be considered as a valid
evaluation metric, and this the reason for not employing the classic evaluation
metrics, precision and coverage.
Instead, the following approach has been adopted:
Let AS = s1 , s2 , ..., sn be the test set, i.e. a set of action vectors that were
not used during the application of the prediction mechanism on the initial data
(training set). Let R be the set of actions proposed by the prediction system for
action s. In the case R ∩ s = 0, then we consider the recommendation to be a
success. The metric for evaluating the eﬃciency of the recommendation system is
then PSSR (Prediction System Success Rate), which is deﬁned as the percentage
of successful recommendations (SRec) to the sum of recommendations made
(ORec):
SRec
(12)
P SSR =
ORec
Values of P SSR closer to 1 indicate a better prediction eﬃciency.

4

Experimental Results

In order to demonstrate the added-value of the developed prediction mechanism and the diﬀusion of knowledge extracted by the use of DM techniques on
agent behavior data, we have incorporated κ-Proﬁle into the DM module2 of
the Agent Academy [20], a platform for building multi-agent systems and for
enhancing their intelligence by the use of data mining techniques. The dataset
used contained web traversing data, provided by a large web site. In our demonstrator, the action was deﬁned as the transition to one of the available pages
2

Data Miner [19] is one of the core components of the Agent Academy platform. It
can also operate as a stand-alone DM suite, incorporating domain knowledge and
supporting semantics. Available at: http://sourceforge.net/projects/aadataminer.
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in the web site, while the parameters that were considered of importance (time
and f requency)were deﬁned appropriately.
Each one of the web site pages mapped to an agent action. The web site used
has 142 discrete web pages, i.e. 142 possible agent actions. The set of action
bundle vectors, B, contained 208 elements (b vectors). This set was provided
as the training set to the κ-Proﬁle mechanism. At ﬁrst the maximin algorithm
identiﬁed K = 8 clusters, and along with the most representative vectors of each
cluster, the K − M eans algorithm was applied. The resulting clusters, along
with the corresponding set percentage, are illustrated in Table 5. As can be
easily seen, some of the produced clusters have very low vector membership.
This is a result of the layout of the speciﬁc web site.

Table 5. The resulting vector clusters and their percentage distribution
Cluster
Cluster 1
Cluster 2
Cluster 3
Cluster 4
Cluster 5
Cluster 6
Cluster 7
Cluster 8

Vector
56.73%
4.33%
∼2%
∼3%
24.5%
2.4%
1.44%
4.33%

Using the resulting clusters, κ-Proﬁle has identiﬁed the most representative
actions, therefore constructing eight action clusters, which in fact comprise the
agent proﬁle set. Based on these proﬁles, the recommendation engine produced,
in real-time, the agent suggestions. Table 6 illustrates the actions that comprise
the proﬁle of cluster 4, along with their normalized weights within the cluster.
The W AV P metric was applied on the extracted proﬁles, in order to identify
their eﬃciency. The W AV P metric was calculated to be 78% for the ﬁrst of the
eight proﬁles extracted, 72.5% for the second proﬁle, while for the rest of the
proﬁles it stayed above a respectable 67%.
As far as the eﬃciency of the prediction mechanism is concerned, the PSSR
metric was calculated to be 72.14%, a success rate that was considered satisfactory, since the action space was n = 142, while the maximum proﬁle size
was m = 8 (8 actions maximum). Taking under consideration the fact that the
recommendation window was set to z = 3 (last three actions of the agent), in
almost three out of four cases, the prediction mechanism proposed an action
that the agent subsequently followed (a web page that the user chose to visit).
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Table 6. The actions that comprise the proﬁle of cluster 4
Action
p67
p86
p15
p82
p13
p11
p10
p9
p100
p77
p8
p76
p7
p4

5

Vector
0.9998
0.9999
0.8352
0.7827
1.0
0.9788
0.7273
0.8992
0.8264
0.7892
0.9999
1.0
0.9999
0.8307

Conclusions and Future Work

The main objective of this paper was the analysis of all issues involved in the
development (through the methodology presented) of a system that exploits
the results of data mining on agent behavior data, in order to predict their
posterior actions. Through the analysis conducted, we have shown that data
mining techniques can, indeed, be exploited for discovering common behavioral
patterns between agents, as long as the problem is modeled appropriately and
the system infrastructure entails the features presented in section 1. This way
data preprocessing is possible and a suitable DM mechanism can be applied, for
agent behavior proﬁles to be extracted. From that point on, agent behavior can
be predicted.
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